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Category Attack Type Impact Vulnerability

Data Integrity Data Poisoning Model produces incorrect predictions Lack of data validation in Shadow AI

Attacks Adversarial Attacks AT misclassifies malicious inputs Weak adversarial robustness

Privacy Attacks Model Inversion Extraction of sensitive training data Lack of encryption in AT deployment
Membership Inference Determining if data was used for training Shadow Al model lacks privacy safeguards

Evasion Attacks Input Manipulation Bypassing Al-based security defenses Lack of secure input validation

Access Exploits Unauthorized APT Usage  Uncontrolled AT model interactions Shadow Al models calling unprotected APIs
Privilege Escalation Gaining unauthorized access to Al features Lack of authentication in Shadow AT

Regulatory and Data Exfiltration Leakage of sensitive business data Al tools transferring data to external servers

Compliance Risks  Compliance Violation Legal consequences and penalties Shadow Al bypassing security policies
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